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Introduction

Digitalization and cybersecurity are omnipresent considerations of data
economy and digital transformation. For the EU, digitalization and
cybersecurity have thus become a matter of sustainability – sustainability of
digital technologies in terms of their trust and reliability as well as
preservation of EU’s way of life that is irreversibly dependent on information
and communication technologies (ICTs). 

In our previous report (Gjesvik and Tikk, 2025), we concluded that a rich body
of processes and venues are available for shaping digital and cyber
governance globally. We were able to detect hundreds of platforms where
digital and cyber issues were being discussed and decided. Today, however,
the EU’s ability to shape digital and cyber governance globally is challenged
by the persisting geopolitical tensions that drive political attention and
investments towards hard security imperatives. Moreover, we can witness
some tendencies of decline when it comes to using multilateral venues and
processes.

This report, therefore, starts from several additional premises. International
cybersecurity policy processes spearheaded by the US and implemented in
close coalition with the EU and other like-minded, have reduced in
significance and intensity. Several key cyber ad digital policy venues have
been terminated or become affected by budget cuts. For the EU, digital and
cyber policy has become both a domestic and international policy imperative
where Brussels faces opposition not only from its political contestants Russia
and China but increasingly also from the United States. While common
ground with the US is eroding, new opportunities and challenges arise in
relationships with developing countries. China, in particular, is emerging as a
new dialogue partner on issues of mutual economic interest. A global digital
and cyber agenda is much less clear-cut than five years ago, which requires a
triage of not only venues but the relationship of venues and policy
imperatives. 

The last decade has seen the EU’s digital and cyber policy landscape mature
and saturate to the point where Brussels can be claimed to run the most
sophisticated and comprehensive digital policy and regulation package.
Notably, the EU has sought to balance four goals and considerations:
transparency and freedom of information; privacy and data protection; trust
and security; innovation and economy. In this package, the EU has both
explicit and implicit leads for global governance of digital and cyber affairs
that, then, will determine a more targeted selection of venues.

To instrumentalize the global institutional landscape for the EU’s digital and
cyber policy, this report undertakes a policy analysis investigation into acute
EU cyber and digital policy imperatives before it turns on venue analysis to
prioritize and choose between available platforms and processes identified in
our previous brief. The first section of this paper will explicate the EU’s digital
and cyber regulation landscape, emphasizing how any question of                        
.                                             
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digitalization and cybersecurity has become an issue of delicate balancing
between different imperatives: human rights and freedoms, with freedom of
information and privacy as co-existing values; trust and security, and
innovation and economy. The foundational elements and leads for the EU’s
leadership can be found in a series of (progressive) treaties between the
Member States and generations of strategic, policy and regulatory guidance
on digitalization and cybersecurity. Hence, we will first make a brief excursion
into the interests and values outlined in Europe’s digital and cyber policies to
derive leads for deeper inquiries into which EU goals could be pursued in
international venues and processes. This brief investigates the EU’s
digitalization portfolio with two questions in mind: 1) which (international)
digital governance imperatives flow from the EU’s digital, data and
cybersecurity strategies; and 2) how can the EU’s leads be pursued on the
landscape of digital and cyber institutions and processes identified in our
previous brief. As part of this analysis, we will engage with the EU’s strategies,
policies and regulations containing acute objectives and aspirations to shape
the international information society with the experience and means already
implemented in the EU. Accordingly, the first part of this brief will discuss the
EU’s approach to digitalization and cybersecurity from the point of view of
sustainability – i.e., the durability and socio-economic profitability of digital
technologies. It will examine how Europe has instrumentalized its
foundational values and principles in the context and process of digitalization
and what are the parameters and characteristics of sustainable digital
domain through the Brussels’ lens.

In this flurry of regulation and policies, another challenge for the EU is
distilling areas and issues that justify, or even require, global leadership. This
is no easy task as between the digital market and acute cybersecurity
challenges, potential leads can range from Internet as a human right to
online content integrity to countering cyber harms and conflict. Accordingly,
the second section of this paper will turn to the EU’s goals and values in the
digital domain and seek to further define the EU as a global cyber and digital
policy actor. Section three then discusses methods and parameters for
triaging the EU’s potential themes and issues in which global leadership is
feasible and advisable. It concludes with a selection of possible pathways for
pursuing the EU’s digital and cyber policy goals at the global scene. 

The third section dives deeper into Europe’s digital and cyber strategies,
policies and regulation to identify EU-specific policy priorities for
international governance, with a comparative feasibility note on related
priorities and agendas among the EU’s key competitors. We conclude this
part with four use cases that can be pursued in numerous venues, coalitions
and with different objectives in mind. 
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EU’s Digital and Cyber Landscape

Over the past decade, the EU has developed an advanced legal and policy
framework for information society development, cybersecurity and digital
transformation. In addition to early regulatory priority areas – the emergence
of digital markets (EU 1997, EU 2000, EU 2014), intellectual property rights (EU
1991, EU 1996, EU 2001, EU 2009, EU 2019), access to public sector information
(EU 2003, EU 2013, EU 2018) and personal data protection (EU 1995, EU 2002,
EU 2016), new topics and themes have emerged. Figure 1 illustrates how
regulatory strategies have come to comprise open data (EU 2019b) and data
governance (EU 2022), network and information system security (EU 2016b,
EU 2022b), cybersecurity (EU 2013b, EU 2019b, EU 2022c), competition rules
on digital industry (EU 2022d), as well as novel consumer protection
frameworks for the users of digital products and services (EU 2022e). 

Most recently, the EU has used its normative instruments to shape its
competitiveness in the chips industry (EU 2023), AI (EU 2024) and
interoperability (EU 2024b). The upcoming resilience (EU 2022f) and renewed
e-privacy (EU 2017) frameworks exemplify the expansion of regulatory
themes and topics. From the previous vision of a European information
society as one in which management, quality and speed of information are
key factors for competitiveness, the EU has progressed towards a digital
single market. Reducing barriers to e-commerce, promoting content
creation and information flows, providing high-speed, secure and
trustworthy infrastructures and services, and maximizing the growth
potential of the European Digital Economy have been aimed at enabling
every European to fully enjoy the benefits of digitalization. The Digital
Decade (EU 2025) strategy has set the course towards digital transformation
– the integrated and added value that digital technologies can have in new
value creation and complex problem solving, including reaching the target of
a climate-neutral Europe by 2050. In addition, the 2018 and 2022 Codes of
Practice on Disinformation (EU 2018) and the 2016 Code of Conduct on
countering illegal hate speech online (EU 2016b) constitute soft standards for
conduct. 
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Fugure 1: EU’s information society, digitalization and cybesecurity regulation,
1991-2025 Author’s compilation
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A distinct quality of the EU is to be able to balance its goals and values with
the opportunities and risks embedded in digitalization. For instance, the
recent public sector information regulation has been prompted by data
localization as an obstacle to the free movement of data processing services
and to the right of establishment of service providers (EU 2019). The potential
of data-driven innovation to providing new mobility, improving and
personalizing medicine have driven the Data Governance Act (EU 2022). An
effect of the public sector information regulation has been the increase of
content production that has given rise to rapid job creation, mostly in small
emerging companies. Low trust, conflicting economic incentives and
technological obstacles, in turn, impede the full realization of the potential of
data-driven innovation.

Importantly, the layers of regulation emphasize that digitalization must be
sustained through the balancing of independent, yet interrelated
imperatives (see figure 2): fair and competitive economy, access to data and
information, privacy and data protection, and trust, safety and security online.
The complexity and sophistication of the EU’s regulatory landscape can be
seen both as a potential advantage and disadvantage in the context of global
leadership. On the one hand, the EU can offer a baseline, or even a blueprint,
for a comprehensive regulatory approach to digitalization. Inevitably,
however, rather recent regulatory maneuvers remain somewhat
experimental and may prove immature for global debate. Also, the EU’s
rather complex value package may not attract different regimes or less
developed digital economies. Accordingly, the EU’s regulatory approach itself
does not necessarily reveal clear pathways for leadership. Rather, it provides a
collection of leads, combined with implementation experience, to draw from.



Fugure 2: Key imperatives of the EU’s digital and cybersecurity regulation 
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EU as a Global Actor with Distinct
Digital Goals and Values

EU’s goals and values framed for the digital age

EU treaties provide us with basic assumptions of the EU as a global cyber and
digital policy actor. We can expect that in any venues and processes,
regardless of the immediate topic, the EU stands for upholding and
promoting international law, advancing peace, and respecting and further
developing human rights. 

In building Europe as an information society, a digital single market and now
a data economy and a digital sovereign, European policy and decision-
makers have followed a nuanced recipe. The values and goals listed in the
Lisbon Treaty set the foundational framework for the EU’s regulation of
digitalization. Articles 1a and 2 of the Lisbon Treaty provide a clear, yet a long
catalogue of features that have been translated into digital strategies and
regulation. 

While the values listed in Article 1a (human dignity, freedom, democracy,
equality, the rule of law and respect for human rights) can be read as
universal, they have acquired distinctive features and levels of
implementation through generations and strands of EU regulation. The
promotion of these values and the high standards of pluralism, non-
discrimination, tolerance, justice, solidarity and equality shared by its
Member States are one of the aims of the EU. 
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Illustration 1: The EU’s aims and values under the Lisbon Treaty
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In pursuit of its aims - promoting its values, peace, and the well-being of its
peoples – the EU has broadly two types of objectives and actions. Most of the
goals listed in Article 2 of the Lisbon Treaty can be read as primarily or even
inherently internal – the abolishment of internal frontiers, ensuring the free
movement and freedoms of persons, establishing the internal market and
the monetary union, promotion of cohesion and solidarity among Member
States and respecting linguistic and cultural diversity. 

In contrast, Article 2 (6) of the Lisbon Treaty sets a distinctly international set
of aspirations: “In its relations with the wider world, the Union shall /…/
contribute to peace, security, the sustainable development of the Earth,
solidarity and mutual respect among peoples, free and fair trade, eradication
of poverty and the protection of human rights, /…/ as well as to the strict
observance and the development of international law /…/.” Article 2 (6) also
explicitly frames upholding and promoting EU values as an international
aspiration. As such, the distinction between internal and external values is
more of conceptual than explicit empirical value. Border controls,
immigration measures, law enforcement, environmental issues, and
economic stability as examples of imperatives embedded in achieving the
EU’s goals are inherently international, involving different stakeholders and
different interests in different jurisdictions. 

Through generations of strategies and legal instruments, Europe’s base
values have been linked to and enhanced through the features and
properties of a digital society. For example, human dignity is now embedded
in the rights of artistic creators or data subjects and considered threatened
by illegal content as well as manipulative and exploitative social control
practices in the context of AI. Freedoms in the digital domain comprise
authors’ freedom of decision, consumers’ freedom of choice and freedoms
available to business users. Human rights considerations have been
incorporated in virtually all contexts of digital regulation, embedding the
right to privacy, freedom of information and expression, the right to property,
the right to conduct a business, the right to non-discrimination and many
others. Digital regulation has given a more nuanced meaning and additional
scope to the area of freedom that materializes, inter alia, through services
and products based on intellectual property, different types of data, data
processing services and electronic communication equipment. The internal
market now comprises a licensing market and a market for information
society and intermediary services, has been optimized for secure electronic
interaction between citizens, businesses and the public authorities, fostering
start-ups, scale-ups and SMEs, and prepared for artificial intelligence systems.
The EU has formulated and pursued clear and compelling links between
digitalization and democracy, singling out the right to knowledge as a basic
principle of a democracy, free debate as a guarantee of the proper
functioning of a democratic society and the negative effects embedded in
disinformation, manipulative and abusive online activities on democracy.
These steps provide valuable input and lessons to actors with similar value
configuration, opportunities and priorities. Text box 1 provides further detail
on the EU’s digital values and principles.
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Text box 1: EU’s digital goals and values 

Human dignity
dignity of artistic creators and performers (CELEX_32001L0029, p. 2)
for parties affected by illegal content, the right to human dignity, the
rights of the child, the right to protection of property, including
intellectual property, and the right to non-discrimination
(CELEX_32022R2065, p. 13)
safeguard the data subject's human dignity (CELEX_32016R0679, p. 84)
manipulative, exploitative and social control practices. Such practices are
particularly harmful and should be prohibited because they contradict
Union values of respect for human dignity (AI Act, p. 22)

Freedom
freedom of authors to decide (CELEX_31996L0009, p. 2)
freedom of establishment and the freedom to provide services
(CELEX_32018R1807, p. 1); increased freedom of choice
(CELEX_32018R1807, p. 3); freedom to conduct a business
(CELEX_32018R1807, p. 6)
freedom of expression and of information, including media freedom and
pluralism (CELEX_32022R2065, p. 12)
unfairly limit the freedom of business users (CELEX_32022R1925, p. 10)
freedom to conduct a business (CELEX_32019R1150, p. 11)
restrictions on the freedom to conduct business (Article 16) and the
freedom of art and science (AI Act, p. 12)

Democracy
a free and pluralist press guarantees public debate and the proper
functioning of a democratic society (CELEX_32019L0790, p. 12)
extending the right to knowledge, which is a basic principle of democracy
(CELEX_32003L0098, p. 3)
possible negative impacts of systemic risks on society and democracy,
such as disinformation or manipulative and abusive activities or any
adverse effects on minors. (CELEX_32022R2065, p. 29)
preserving and strengthening peace and liberty and promoting
democracy on the basis of the fundamental rights (CELEX_31995L0046, p.
1)
AI systems intended for the administration of justice and democratic
processes should be classified as high-risk, considering their potentially
significant impact on democracy, rule of law (AI Act, p. 29)

Free movement (area of freedom)
free movement of services and products incorporating, or based on,
intellectual property (CELEX_32001L0029, p. 1)
free movement of different types of data (CELEX_32018R1807, p. 2)
free movement of data processing services (CELEX_32018R1807, p. 1)
free movement of data and of electronic communication equipment and
services in the Community (CELEX_32002L0058, p. 6)
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Sustainable development
research and innovation capabilities and their sustainable industrial
exploitation (Chips Act, p. 2)
environmental sustainability (AI, p. 81)
start-ups, scale-ups and SMEs to grow their business and expand their
market presence in a sustainable manner (Chips Act, p. 49)

Fairness
fair compensation (CELEX_32001L0029, p. 7) fair marketplace for
copyright (CELEX_32019L0790, p. 1)
fair access to and use of data (CELEX_32023R2854, p. 1); inclusive and fair
data market (CELEX_32023R2854, p. 6); fair and efficient markets for non-
personal data (CELEX_32023R2854, p. 9); fair data sharing practices
(CELEX_32023R2854, p. 14); fair, reasonable and non-discriminatory terms
and conditions of making data available (CELEX_32023R2854, p. 16)
they unfairly limit the freedom of business users (CELEX_32022R1925, p.
10)
fair competition, choice and innovation in the digital sector.
(CELEX_32022R1925, p. 2)
safeguard a fair commercial environment (CELEX_32022R1925, p. 10)
a competitive, fair, and transparent online ecosystem where companies
behave responsibly (CELEX_32019R1150, p. 1)
a fair, predictable, sustainable and trusted online business environment
within the internal market (CELEX_32019R1150, p.23)

This explication of digital and cyber goals and values provides a basis for the
lexicon a needed to sort and identify processes and venues with relevant
focus and scope. EU’s digital goals and values also thematically frame the
EU’s objectives in global digital and cyber governance. Furthermore, this
catalogue of digital and cyber imperatives also serves as an initial thematic
layout of the venues and processes so far mainly studied from their
organizational and institutional perspectives. 

The EU as a Digital Governance Actor

Europe’s path of digitalization has inherent value as an example of collective
pursuit of benefits embedded in technology and socio-technical
developments. The unique formula of economic and security considerations
provides a matrix of themes and ambitions that help positioning the EU
among and vis-à-vis other states and non-state actors. The sustainability and
fairness factors, while optimized to the European reality, e.g., in the context of
compensation of authors, access to and use of data, access to innovation, and
the whole commercial environment and online ecosystem testify to the EU’s
determination and ability to shape a digital world. However, the EU-given
meaning to its fundamental goals and values in the digital regulation and
policies, leaves us with a still overly wide potential catalogue of leads for
international engagement. Instead, the regulatory frameworks portray the
EU as a digital and cyber policy actor in more detail, contouring a digital and
cyber environment that Brussels can be expected to shape: human-centric,
governed by the rule of law, digital confidence, synthetic goals and values
just like the EU has experienced and evolved over time. 
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The human-centricity of Europe’s digital profile is conditioned by respect of
human rights but also equality and the fundamental goal of improving its
constituents’ well-being. The Personal Data Protection Directive notes that
data-processing systems are designed to serve man; whereas they must,
whatever the nationality or residence of natural persons, respect their
fundamental rights and freedoms, notably the right to privacy, and
contribute to economic and social progress, trade expansion and the well-
being of individuals (EU, 1995). A much more recent Data Governance Act
similarly promotes “a human-centric, trustworthy and secure data society
and economy” (EU 2022). 

A very distinctive element in the EU’s digital power profile is the rule of law
and its interaction with the Union’s economic and societal priorities. There
are several attributes to how the rule of law is implemented in digital
regulation. From a purely regulatory consistency perspective, de-
fragmentation of regulation in areas of priority and socio-economic potential
has been seen as a tool for harmonizing legal protections in areas of societal
and economic progress and potential. At different times, various information
society attributes (e.g., databases, personal data, consumer trust) have been
concluded to be insufficiently protected across Member States. Where
protections exist, they may have different attributes or levels of
implementation, or lacked clarity in the light of technological and market
developments. Especially in areas of international innovation and growth,
such differences become more pronounced through Member States
introducing new legislation. Regulatory differences in the legal protection in
domestic legislation is considered to have direct negative effects on the
functioning of the internal market (EU 1996). Differences in protection bring
restrictions on the free movement of services and products incorporating, or
based on, intellectual property, leading to a re-fragmentation of the internal
market and legislative inconsistency (EU 2001). Fragmentation could also be
introduced at the level of practice. Early public sector information regulation
was premised on disparate practices in exploiting public sector information
(EU 2003).Legal certainty provided by single set of rules for all market
participants is an essential factor in the functioning of the internal market
(EU 2018).

Another distinctive feature of the EU as a normative actor is the strictly
auxiliary, although a very comprehensive, function of cybersecurity – the EU’s
goal can be summarized as the confidence, not strict security, of being
digital. The EU has specified the adverse effects that various cybersecurity
threats present to its values and aims. In doing so, it has taken due account
of the role that digital technologies play in the European way of life. Network
and information systems and electronic communications networks and
services have become the backbone of economic growth in the EU (EU 2019).
Information and communications technology (ICT) underpins the complex
systems which support everyday societal activities, keep economies running
in key sectors such as health, energy, finance and transport, and, in particular,
support the functioning of the internal market (EU 2019b). Network and
information systems capable of supporting all aspects of lives and drive the
Union’s economic growth are the cornerstone for achieving the digital single
market (EU 2019b). Against this backdrop, cybersecurity is seen as a                   
.
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guarantee to the achievement of a safer information society and of an area of
freedom, security, and justice (EU 2013), substantial economic damage
through the interruption of information systems and communication and
through the loss or alteration of commercially important confidential
information or other data (EU 2013), or the pursuit of economic activities (EU
2013). Attacks against information systems constitute a threat to the
achievement of a safer information society and of an area of freedom,
security, and justice (EU 2013). The smooth operation and security of
information systems in the Union is vital for the development of the internal
market and of a competitive and innovative economy (EU 2013). The security
of network and information systems is therefore regarded a necessary, yet
thoroughly moderated element of the smooth functioning of the internal
market and societal activities (EU 2016b). Cybersecurity is also seen as a key
enabler for many critical sectors to successfully embrace the digital
transformation and to fully grasp the economic, social and sustainable
benefits of digitalization (EU 2022).

Finally, as the gradual synthesis of the EU’s aims, values and digitalization has
also led to the formulation of new policy goals and imperatives, the
syntheticism of values and goals itself can be regarded as a property of the
EU’s approach to sustainable digitalization. Especially due to increased
geopolitical risk and cybersecurity concerns, building trust in the online
environment has been emphasized as key to economic and social
development (EU 2014). From critical entities to raw materials and
manufacturing aspirations, resilience regulation is intended to prevent,
protect against, respond to, resist, mitigate, absorb, accommodate and
recover from various types of incidents (EU 2022c). For example, the Chips
Act builds a framework for increasing the Union’s resilience in the field of
semiconductor technologies (EU 2023).

Among new aspirations and reinforcements to Europe’s aims and goals are
(strategic) autonomy (EU 2021) and (digital) sovereignty. As an example,
interoperability is seen as a condition for avoiding technological lock-in,
enabling technical developments, and fostering innovation, supporting
resilience and open strategic autonomy of the Union (EU 2024). Similarly, the
deployment and scaling up in the Union of digital technologies and deep
tech innovation, clean and resource-efficient technologies, and
biotechnologies are regarded essential for reducing the Union’s strategic
dependencies, and seizing the opportunities and meeting the objectives of
the green and digital transitions, thus ensuring the sovereignty and strategic
autonomy of the Union and promoting the competitiveness and
sustainability of the Union’s industry (EU 2024b).
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EU’s Global Digital Leadership
Priorities: Four Use Cases

Acknowledging that the digital regulation catalogue provides the EU with a
rich vision of the digital/cyber domain and that the EU’s digital goals and
values make it a distinct international policy actor, we are now interested in
which issues and how could the EU instrumentalize on the vast digital and
cyber organizational and procedural landscape identified and scoped. Which
other considerations can help EU build a strong and promising international
digital policy agenda which follows and promotes the vision and
characteristics of the EU as a digital policy actor? 

In addition to the internal imperatives embedded in the EU regulation and
digital values, additional external considerations can be applied to prioritizing
and bolstering specific leads for the EU international policy engagement. As
the NAVIGATOR proposal posited, strategies can be improved by (i) assertion
of formal mandates, (ii) the use of expert networks, and (iii) alliance formation
with private actors and civil society actors. We will, accordingly, offer four
pathways for distilling specific objectives for global digital and cyber
governance.

An alliance-centric approach helps identifying issue areas where the
potential and need for collective engagement is greatest. The focus here
could be on approximating new like-minded countries on issues of mutual
priority, either through shared policies or capacity building, or pursuing allied
values and objectives that complement and support those of the EU. The
General Data Protection Regulation (GDPR) has influenced and inspired
regulatory approaches in Japan, South Korea and other states, which allows
building a more comprehensive and multi-experience platform for
promoting this blueprint. A closer look at digital industry’s application of
privacy policies also indicates a shift towards stronger personal data
protection, even though to the direction, rather than full standards, of the EU.
New relationships or prioritized allied initiatives, offer additional hints for
potential international leadership. Shared concerns and expectations for
international governance can be detected from national digital ad cyber
strategies (e.g., The Netherlands 2023 and France, 2026). Collective
attribution is an example of where the EU has instrumentalized like-minded
cooperation for calling out states for cyber-attacks and irresponsible behavior
in cyberspace.

In contrast, an opposition-centric approach can reveal priorities for
international policy engagement. Here, the EU could focus on identifying and
countering initiatives that, pursued by other actors, could direct the
international community to a digital environment very different from that
envisioned by Brussels. Such strategy would track and counter the strategic
narratives of key opponents like Russia and China. An example of such
engagement in the recent past is the framework of responsible state
behavior built through the UN Group of Governmental Experts (GGE) and        
.
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Open-ended Working Group (OEWG) processes in the UN. A current issue on
which major powers disagree is the principles of responsible AI.

A third, self-centric, approach is concerned with the EU’s independent
position vis-à-vis other international actors and agendas. Deriving from
strategic autonomy imperatives and requirements, the EU should pursue
international policy agendas that support EU’s political ambitions but also
reinforce the EU’s economic and technological independence and resilience
internationally. In other words, wherever strategic autonomy opportunities
and risks are identified they should be pursued internationally to increase the
readiness to discuss and promote the EU’s vision and solutions (e.g, in the
areas of data localization, raw materials).

Finally, a community-centric approach would prioritize issues and themes
with insufficient agency and/or least perceived controversy, which could
enhance the EU’s leadership in the global digital scene. For instance, non-
personal data protection is feasible and necessary policy lead for otherwise
divided powers, like the EU and China, but also the digital industry. An
international governance solution could rationalize data exchanges between
otherwise fragmented jurisdictions and actors.

In this way, we build four cases for identifying pathways for international
digital policy engagement: 

1.Collective attribution as an example of allied policy engagement, 
2.AI principles as an example of strategic contestation, 
3.Data localization as a strategic autonomy issue for the EU, and 
4.Non-personal data protection as a potential global governance solution

serving multiple and diverse communities. 

The framework, however, more broadly supports evaluation of permanent
and contingent relevance and efficiency of venues and processes. 
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Data Points for Modelling Europe’s
Leadership in Global Digital and
Cybersecurity Governance

Pairing an international policy goal with a venue might have seemed a
relatively straight-forward task before the booming of international
organizations after the Second World War. Currently, one can count
thousands of international intergovernmental and non-intergovernmental
organizations and institutions of different format and standing. Moreover,
hundreds of platforms and processes have been created of a more informal
standing have been created by governments and private actors over time
(Union of International Associations, 2023). For cyber and digital issues alone,
there are hundreds of venues and processes to choose from and the years
2015-2022 have witnessed dozens of international dialogues on digital and
cybersecurity issues (Gjesvik and Tikk, 2025). As digitalization and
cybersecurity can be considered nowadays omnipresent considerations of all
societal, economic and political affairs, digital and cyber governance also
comprises an extremely wide variety of issues and themes and thus can
potentially fit rather different governance formats, venues and processes.

From our previous work (Tikk and Gjesvik, 2025), we have learned that the
current leading digital and cyber policy processes and venues tend to be
more formal than informal (50% of the mapped processes were categorized
as formal and only 20% as informal); open (48%) versus closed (11%) and
balanced between technical (18%) and normative (30%). However, as we have
previously concluded (ibid.), several of the so far influential processes are
being replaced in 2026 and cannot therefore be considered as part of the
global digital and cyber governance landscape. Other trends in world politics
influence the global governance landscape (see also Sending et al. 2026). As a
vivid illustration, on January 8, 2026 the White House announced withdrawal
from 60 international organizations and processes, following significant cuts,
in 2024 and 2025, to international initiatives and groups, including civil
society organizations (The White House, 2026).

The digitalisation datanest contains 29 go-to venues for shaping
international cyber and digital governance. Using the Seabrooke and
Sending (2023) and Sending et al. (2024) methodology, we have analyzed the
degree of formality (formal/informal), accessibility (open/closed), and
normativity (technical/normative) of platforms and processes focused on
digitalization and cybersecurity to uncover different action strategies for the
EU and its member states. However, in the current international climate, we
deem it necessary to complement the Seabrooke-Sending cost search
methodology. While the premise of multilateral governance with the values
of openness, transparency, inclusion and normativity still remains an
essential priority for the EU, choices of governance fora and venues need to
follow additional considerations – like coalition-building or strategic                   
.
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autonomy – as discussed in sections 2 and 3 of this brief.

Governing digital and cyber issues globally is a strategic imperative for the
EU, and one where traditional alliances no longer provide the only premise
for the cost analysis. The European Council has declared that Europe must
advance its digital transformation, reinforce its sovereignty, and strengthen
its own open digital ecosystem. This will require reinforced international
partnerships and close collaboration with trusted partner countries (EU
Council 2025). The 2025 Summit on European Digital Sovereignty identified
several areas for building digital sovereignty, including AI, data, and public
infrastructure, underscoring the shared ambition to strengthen Europe’s
digital sovereignty in an open manner “as a cornerstone of our economic
resilience, social prosperity, competitiveness and security” (EU Council 2025).

The prioritization and choices between the various available venues and
processes becomes a matter of more nuanced calculation. Strategy in
politics and policy-making can be regarded as a deliberate and objective-
oriented plan of action. It entails rationality mainly in form of calculative
balancing between (political) objectives and available human, financial, and
material resources but also between available, feasible, and even suitable
alternatives. Furthermore, by being focussed (a) strategy balances between
calculative action and calculative risk-taking in the form of no-action
(Lawrence 2013; Gaddis 2018). Strategizing, thinking strategically, therefore,
suits to describe the thought, planning and implementation process in
selecting, designing and utilizing suitable – relevant – venues for EU cyber
diplomacy. Parallel operational questions to be asked and answered include
the current state of affairs, the desired political, legal, and operational
ambitions, and the ways, methods and venues available or to be developed
to pursue the objectives. As ambitions and (other) conditions variate, for
example due to technological or behavioural changes, strategizing as a
process and strategies as products need to mind and be adjusted in time. In
addition, rather than a straightforward linear progress, strategy ought to be
conceptualized as a circular or iterative process, where questions and
answers fluctuate. 

Essentially, considering the desired outcome and the current situation,
available venues and processes become the material for tailored regimes
that advance or support particular policy goals. From international
organizations theory (Hooghe et al 2019; Klabbers), regime (Jalonen, 2025)
and regime complexity theories (Gehring and Faude, 2013), a number of key
characteristics and parameters can be identified that facilitate comparison
between and selection of venues and processes. Given that the content and
the desired international impact are set, venues and processes can be
grouped and combined for the purpose of strategic engagement. Gehring
and Faude (2013) underscore that the effectiveness of regime complexes is
achieved through relating and organizing the elemental institutions of their
constituent parts. As Alter and Meunier (2009) explain, however, regime
complex formation involves the risks of fragmentation and reduced clarity,
limited rationality of actors involved, the emergence of small group
environments as well as increasing competition and possible unintended
consequences on parallel domains.
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In this section, we set out to enhancing the search cost framework analysis
with the view to combining and bundling venues with different characteristics
so as to build an international governance platform best matching the
intended outcome. In the first part, we create a framework of analysis
enhancing the search cost framework through the theories of international
organizations and regime complexity. We determine additional search
parameters to facilitate positioning on the global cyber and digital policy
landscape and developing a better understanding of the possible criteria and
elements of a successful international governance agenda. While the search
cost framework allows interested actors to select between venues, eliminating
and prioritizing processes according to given criteria, we posit that an
additional step, that of combining and possibly bundling different venues and
processes, is essential for comprehensive international engagement. Having
developed a thought framework, we then explain how this framework can
guide developing a regime complex for each use case in the second part of
this section.

International digital and cyber policy venues as seen through search cost
framework

Our data nest for this project comprises 60 international venues and processes
coded as per their formality, openness and normativity. By formality, we refer
to the institutional setup itself. Treaty-based intergovernmental organizations
(IGOs) score high (1) on formality, while institutions with less formal structure—
a secretariat or a defined mandate without a treaty—are scored as 2. Scored
lowest (3) on formality are voluntary initiatives, ad hoc coalitions and loose
networks. However, as a notable share of digital and cyber processes are
grounded in domestic law, we also give the highest score of formality to
entities that are based on bylaws or otherwise formally founded under laws of
their venue.

Openness, then, refers to both membership and transparency of processes.
Processes and venues limited to a defined group of actors and largely
inaccessible to the public are scored as closed (1), where venues with unlimited
membership and public debates score 3. In-between (2) rank institutions
where participation of different actors may be possible (e.g., as observers or
participants) but the processes largely remain unaffected by third-party
influence either due to the lack of mandate or the inability to influence the
process due to limited capacity, awareness or consideration.

Under normativity we focus on the perceived output and influence of the
processes and venues. Naturally, the development of tools or standards, such
as IP protocols or the DNS system, is a more technical (1) task. Organizations
and processes with distinctly normative tasks (developing norms for
responsible state behavior in cyberspace) are considered normative (3).
However, as seen from the analysis in brief 1, many cyber and digital policy
processes aim both, which places them in-between. 

In sum, our coding based on the methodology of Seabrooke and Sending
(2023) and Sending et al. (2024) is focused on the composition of the venues
and processes involved, their accessibility as well as their intended influence,
****
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with additional weight given to their decision-making authority and
transparency of the processes. However, our recommended pathways only
apply the Seabrooke-Sending framework as one aspect of building
international governance strategies. Like any strategy, an international
governance plan starts from the content in question and the desired level of
international support required. As we will discuss in this section, the search
cost frameworks address several of the key factors involved, but do not
necessarily extend to weighing, composing and combining of venues and
processes. Nevertheless, the analysis of formality, openness and normativity
interact with the traditional elements of the international organizations theory
– membership, mandates, outputs and procedures – to the extent that an
additional level of analysis (and coding) is easier to achieve and conduct. We
therefore turn to these theories to enhance the data and achieve a more
comprehensive basis for further work and recommendations.

Operationalizing the data points: four use cases

In this part, we explain the value of additional data points for informed
decision-making about venues and processes. We describe how the proposed
data points could help eliminate or include specific platforms and how lexicons
and taxonomies can be instrumental in choices of processes.

Collective attribution

The practice of collective attribution of cyber operations and incidents has
emerged in the past decade as an auxiliary allied activity to the UN GGE/OEWG
discussions of international cybersecurity. Since 2015, the US, the EU and
several other countries have developed attribution policies and joined forces in
exchanging, comparing and releasing information about actors behind cyber-
attacks and operations. The 2015 UN GGE report makes several points about
attribution, while also indicating some of the key differences on the issue
between major powers. Recommendation 11 (b) underscores the need to
conduct a thorough evaluation of the incident before attribution, especially to
avoid false-flagging and possible erroneous consequences: “In case of ICT
incidents, States should consider all relevant information, including the larger
context of the event, the challenges of attribution in the ICT environment and
the nature and extent of the consequences.” Para 28 (f) of the report, however,
repeats the language of the contribution of the Russian Federation: States
must meet their international obligations regarding internationally wrongful
acts attributable to them under international law. However, the indication that
an ICT activity was launched or otherwise originates from the territory or the
ICT infrastructure of a State may be insufficient in itself to attribute the activity
to that State. The Group noted that the accusations of organizing and
implementing wrongful acts brought against States should be substantiated.
The EU Cyber Diplomacy Toolbox adopted in 2017 contains a non-exhaustive
list of measures to respond to ‘malicious’ cyber activities: démarches, public
statements, confidence-building measures, political dialogues and restrictive
measures. 

Acts of attribution, and the underlying capacity to identify bad actors and call
out irresponsible acts in cyberspace, aligns with the EU’s imperative of ***********
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application of international law in cyberspace (Delerue 2026, EUREPOC). To
achieve a more collaborative and unified approach to attribution globally
several threads of engagement can be identified: greater alignment between
industry and government assessments; incentives for more countries to join
the initiative together with a greater common understanding of why
attribution is a desirable practice; additional linking to the attribution to both
domestic and international law.

Using the data points proposed, and applying these to the goal of achieving
wider global collaboration on collective attribution, we can first define the
parameters of the governance goal as requiring multi-stakeholder
engagement or buy-in (with special emphasis on the potential conflicting
assessments with industry or dedicated civil society groups); one that might
benefit from additional buy-in but also be mindful of dire political resistance;
one that has different nuances to be pursued or minded across various
features of authority and focus (e.g., the International Law Commission on
international law aspects of attribution; law enforcement on evidence and
legal consequences; CERT collaboration for data; political consensus-formation
etc.). Such processes, while not necessarily transparent, require a high degree
of agreement and understanding.

These considerations would eliminate international venues and processes with
strong or significant political resistance, especially from political adversaries.
They would give stronger preference to focused working formats (e.g., FIRST,
Interpol), perhaps with preference of technical over normative, and a regime
complex where individual actors can be consulted on their respective insights
and objections before a final understanding is reached and formulated (i.e.,
keeping a separation between government-industry and government-civil
society engagement). It would necessitate including organizations with
authority and strong influence on the issue or its elements and prefer a non-
binding, yet thoroughly understood and accepted output format.
Furthermore, in addition to benefitting from the already engaged allied
formats and venues, preference would be given to platforms that can
popularize the goal and create additional readiness and capabilities for
collective attribution.

Elements of a regime complex:

Group of Twenty
Organisation for Economic Co-operation and Development
Group of Seven
Council of Europe
Organization for Security and Co-operation in Europe
Association of Southeast Asian Nations
Organization of American States
Global Forum on Cyber Expertise
Institute of Electrical and Electronics Engineers
United Nations Office on Drugs and Crime
African Union
Forum of Incident Response and Security Teams
International Criminal Police Organization
Paris Call For trust and Security in cyberspace 
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World Bank Group
Asia-Pacific Economic Cooperation
Asean Regional Forum
Commonwealth of Nations
European Union Agency for Law Enforcement Cooperation
World Economic Forum
United Nations Office of Disarmament Affairs
Cybersecurity Tech Accord
The Global Internet Forum to Counter Terrorism 
Economic Community of West African States
North Atlantic Treaty Organization

Responsible AI principles

With the AI Act (EU 2024), the EU has cemented a set of principles on AI-
related research and development, especially with the view to real-life
applications of artificial intelligence technologies. The EU formulates this
package as a tribute human centric and trustworthy artificial intelligence (AI)
that ensures a high level of protection of health, safety, fundamental rights as
enshrined in the Charter of Fundamental Rights of the European Union (the
‘Charter’), including democracy, the rule of law and environmental protection,
protects against the harmful effects of AI systems in the Union, and supports
innovation (EU 2024). Recital 7 of the Act also frames responsible AI as an
explicit international policy and governance goal: “In order to ensure a
consistent and high level of protection of public interests as regards health,
safety and fundamental rights, common rules for high-risk AI systems should
be established. Those rules should be consistent with the Charter, non-
discriminatory and in line with the Union’s international trade commitments.
They should also take into account the European Declaration on Digital Rights
and Principles for the Digital Decade and the Ethics guidelines for trustworthy
AI of the High-Level Expert Group on Artificial Intelligence (AI HLEG)”.

Compared to attribution, which can be considered a well-established theme in
international relations, discussions of AI principles intersect with issues of
human rights, consumer protection, innovation, data economy and data
science as well as trade and cybersecurity. Governments may be the primary
interest group in the initial phase of deciding on international value and
principles underpinning the development and deployment of AI. Given strong
political differences involved, global venues could prove useful for contrasting
the benefits of human-centric approach with a state and security centric view
on AI. Softly normative processes and transparent could be preferred at this
stage, with involvement of civil society groups. A mix of expert and political
representation can add convincing and convening power, while broad and
decisive industry involvement might become an impediment.

Related concepts range from machine learning to data processing to
autonomy and intelligent agency. The EU itself assigns authority to AI HLEG,
which suggest finding further ties between the principles and interest groups. 
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Elements of a regime complex:

General-Purpose AI Code of Practice
Freedom House
Group of Twenty
Organisation for Economic Co-operation and Development
Group of Seven
Association of Southeast Asian Nations
Organization of American States
African Union
Paris Call For trust and security in cyberspace 
Asia-Pacific Economic Cooperation
Asean Regional Forum
Commonwealth of Nations
World Economic Forum
Cybersecurity Tech Accord
Economic Community of West African States

Prevention of data localization

EU’s opposition to data localization is a long-standing policy goal that follows a
series of early debates of the pros and cons of locking data to particular
jurisdictions due to cybersecurity concerns (Aaronson, 2015, Kuan 2017). As
transparency and openness of data flows are among key digital imperatives of
the EU, member states may be able to restrict the movement of data only if
justified on the grounds of public security (Naef, 2021). It is a growing
international concern as domestic legislation and diverging approaches create
impediments to data transfers and trade (Fahey 2023; Cory and L Dascoli 2021).

If we take a sample objective of expanding international understanding and
agreement against data localization, such an objective might be better
achieved with the help of more specialized venues where the benefits and
downsides of data localization can be discussed with the view to specific sector
and actor experience (specialized processes and interest groups), and where
political decisions can be implemented more swiftly and with clear
enforcement parameters through industry and domestic governance
mechanisms. The theme is rather specific yet has obvious connections to the
human rights, both privacy and freedom of information, interacts with well-
articulated cybersecurity concerns but also with free flow of information,
transparency and openness.

Key trade and industry engagement may become crucial to scaling the policy
across different practices. A degree of normativity would help guarantee the
necessary implementation, which suggests preferred normative and binding
proceeds and could be aided by an implementation and coordination
mechanism. 

Elements of a regime complex:

Freedom Online Coalition
Internet Governance Forum
International Telecommunications Union
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World Trade Organization
Declaration for the Future of the Internet
Access Now
Organization for Security and Co-operation in Europe
Global Forum on Cyber Expertise
World Bank Group
Freedom House
Group of Twenty
Organisation for Economic Co-operation and Development
Group of Seven
Association of Southeast Asian Nations
Organization of American States
African Union
Asia-Pacific Economic Cooperation
Asean Regional Forum
Commonwealth of Nations
World Economic Forum
Cybersecurity Tech Accord
Economic Community of West African States
North Atlantic Treaty organization

Non-personal data transfers

All advanced data economies depend on the flow of data. Free and safe flow of
data is essential between domestic stakeholders – individuals, various
industries, and the government. Cross-border data exchanges, however, are no
less important: access to, and efficient processing of, data is essential to
deriving economic and societal benefits, e.g., healthcare, data-based
innovation or data-driven decision-making, from digital technologies. 

The premise of the EU approach to data transfers is maximally free flow of data
within the EU. Transfers to third countries depend on the categories of data in
question and generally require that a high level of protection is afforded to
personal data and the rights and interests related to non-personal data can
demonstrably be safeguarded. For non-personal data, other than open data,
transfers require absence of any restrictive circumstances (e.g., copyright) and
the conviction that transfers do not constitute a conflict with EU laws and
policies. This regulatory policy rests on the conviction that data flows are
essential for economic and social life. The establishment of common rules and
practices are considered necessary to strengthen the open strategic autonomy
of the Union while fostering international free flow of data, including with third
countries.

The Data Governance Act (DGA) can be considered as the foundational
instrument providing the conditions for the transfer of non-personal data. It is
based on the premise that fostering international free flow of data need to go
hand-in-hand with open strategic autonomy of the Union. Accordingly, DGA
sets limits to the circulation and re-use of non-personal data, in particular with
the view to third country and/or government access. According to the DGA,
undertakings and data subjects should be able to have confidence that the re-
use of certain categories of protected data which are held by the public sector
bodies will take place in a manner that respects corporate and individual rights
and interests. 

22EU in Global Digital and Cyber Governance



The desired landscape has two main components: governments and industry,
especially global and cross-border industry, not only digital industry. While a
human rights issue for the EU, the main argument for facilitated transfers of
non-personal data is economic. Given the prevalence of the theme among
established and aspiring data economies, continued fragmentation can be
considered a global disadvantage, hence venues that are able to seek and
formulate compromise terms and standards, perhaps a model agreement,
could be beneficial. Wider awareness of the issue is needed, with possible
expert involvement. The task enables dialogue with otherwise non-allied
partners, e.g., EU and China, and thus invites venues involving mutual
participation.

Elements of a regime complex:

World Trade Organization
Organization for Security and Co-operation in Europe
World Bank Group
Group of Twenty
Organisation for Economic Co-operation and Development
Group of Seven
Association of Southeast Asian Nations
Organization of American States
African Union
Asia-Pacific Economic Cooperation
Commonwealth of Nations
World Economic Forum
Cybersecurity Tech Accord
Economic Community of West African States
Brazil, Russia, India, China, South Africa
Council of Europe
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Conclusion and Recommendations

Anno 2026, it should be clear that the EU foreign policy environment is
volatile, complex, and surprising and that the known opponents and partners
alike support diverse and even radical digital and cyber governance
directions. The established thought models, isms, and patterns of behavior
are being questioned, even by allies and partners, or simply undermined by
contestants and adversaries.

The EU needs to have continuous ability to monitor, analyze and anticipate
the moves, initiatives and dynamics of new diplomatic play field. The past
does not necessarily inform the future. As the number of issues, venues, and
actors in cybersecurity and adjacent digital affairs surpasses any human and
organizational capacities, data analyses and digital technologies should be
harnessed to conduct routine monitoring and rudimentary analyses.

The initial results of deeper analysis, for example using big data analytics,
machine learning and small language modeling, may not be convincing. Yet
given the developing stage of both AI technologies and services as well as
human and organizational ability to comprehend and utilize AI and other
automated models of analyses, patience, and open curiosity, is needed.
However, this use of digital and cyber capabilities for better policy and
decision-making is at the core of the EU’s basic digital governance
imperative – that ICTs are a technology of prosperity, democracy, positive
transformation, and welfare.

Therefore, getting better and faster oriented in the current digital and cyber
policy processes is an essential capability. As the institutional-procedural
landscape of digital and cyber governance is rich and versatile, monitoring
relevant venues and processes is a necessary pre-condition for engagement.
More specific parameters of inquiry can be set based on the EU’s policy
imperatives (e.g., initiatives by key allies or adversaries, specific policy leads).
The EU has an independent portfolio of international governance and policy
leads, which do not always explicitly flow from the regulations and policies. A
stronger link between EU foreign policy initiatives and digital and cyber
policy leads would inform and strengthen EU’s global leadership.

Further work could be invested into developing lexicons and taxonomies
that help linking existing international policy processes and venues to the
EU’s digital and cyber policy goals. For this, the EU’s policy vocabulary and
key elements could be compared to those of other institutions and actors.



25EU in Global Digital and Cyber Governance

Annex 1. Additional search
parameters 

The search cost framework underscores that formal membership is only one
possible virtue of an international process or platform. Lack of formality can
be construed as a benefit itself, and is often a sought-after feature, especially
when an issue merits inclusion of non-state actors. It is therefore a question
of (1) who can participate in a process or platform (states, non-state actors
[NGOs, industry, individuals), (2) is the venue single or multi-stakeholder, (3)
what are the modalities of participation (e.g., official delegations, appointed
experts), (4) in which capacity different participants attend the process or
venue [full, restricted, observer, subject to conditions (accreditation); and (5)
which alliance features does a particular venue or process offer (does it
comprise key allies or key opponents as members). In addition, one can track
(6) which networks and links to other processes and venues attach to a
particular process or venue.

Apart from the formality of the process or venue involved, it is essential to
determine its (1) focus (is the venue best suited for general or specialized
themes and issues), (2) scope (bilateral, minilateral, plurilateral, regional,
global); (3) its track record and reputation vis-à-vis the ambition at hand; (4)
its intended or actual impact, which could be less guaranteed, e.g., in case of
new initiatives; and (5) legitimacy, which leads back to the foundational
documents or other frameworks on which the initiative is based, but also
becomes a question of their acceptance by key actors (e.g., the suitability of
ICANN as a global governance framework for naming and numbering has
been contested by several states due to the fact that ICANN is incorporated
in the USA under the laws of the State of California). 

When engaging with the (1) formality of the prospective product (binding,
non-binding), consideration could also be given to (2) transparency of the
proceedings, and its perceived (3) enforceability (does the process or venue
have a mechanism for this or would enforcement have to be developed as a
separate thread of the engagement strategy).

When engaging with procedural issues, additional attention could be given
to (1) agenda setting – who can do it, how is it amended, what is its level of
abstraction and how does it relate to other similar agendas (e.g., does the
venue or process subscribe to the principle of non-duplication); (2) the terms
of discussion and deliberation (their frequency, transparency and relationship
to the final outcome; (3) the details of decision formation (voting
mechanisms, majority, consensus requirement, terms of ratification and
entry into force etc. as well as (4) the administration of the process or venue
(secretariat services, after action available). 

Some of the above features direct to the data nest and its analysis of network
of actors and membership in the global governance ecology. In this regard,
the composition of the 29 initiatives within digitalization are mapped and       .



classified as either IGOs, states, firms, NGOs, research institutions, charities or
other CSOs, while beneficiaries are not mapped. Moreover, the content analysis
uses the 29 initiatives’ webpages and the Internet Archive Wayback Machine
to systematically report the way the initiatives present themselves. Their types
of discourse are mapped, in relation to our dictionary of associated terms,
based on their formal-informal approach, normative-technical solutions, open-
closed participation and weather the initiative is legitimized based on output-
input. Nevertheless, the analysis does not account for the mandate and scope
of the initiatives. Therefore, further attention could be given to their output
and legitimacy; for instance, on details like output status (binding/non-
binding), transparency of the proceedings as well as potential enforcement
mechanisms. In addition, the year of establishment and the current status of
activity should be inquired to exclude obsolete or inactive processes. A more
thorough coding of such features can help orientation on the landscape but
also composition of a setup where deficiencies of particular venues can be
compensated through multi-level and several-thread engagement, or where
the benefits of different venues can be bundled for a more guaranteed or
impactful outcome. Text box 2 summarizes additional qualifying and
subsidiary elements to be considered in the data nest.

Text box 2: Proposed additions to the data nest of the CSM

Composition (currently single/multi-stakeholder, public and/or private
involvement) 

participant typology (governments, NGOs, industry, individuals)
participation modalities (expert/political)
participant/actor capacity (e.g., observe, inform, decide) 
alliance features (key allies, undecided, like-minded, key contestants)
key partner/support countries and institutions

Scope (currently either function-specific, where the initiative performs a
limited number of governance functions in the issue-area, or multi-functional
(the initiative has multiple governance functions within the issue-area)

lexicon/taxonomy
authority (lead, influence, passive)

Output status
binding/non-binding, possibly types of proceeds and products
transparency
enforcement mechanisms

Status of activity (currently the year of establishment)
year of termination
activity level (active/idle)
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